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Acquiring Born-Digital Materials: Same
Goals as When Acquiring Analog Materials

* Ensure integrity of materials

 Allow users to make sense of materials and
understand their context

* Prevent inadvertent disclosure of sensitive
data



Applying Digital Forensics to Library Materials

Recognition of how data can be recovered when layers of
technology fail or are no longer available

Capturing information from places that are not immediately
visible

Ensuring that actions taken on files don’t make irreversible
changes to essential characteristics (e.g. MAC values)

Attending to order of volatility — some types of data change more
quickly and often than others

Learning about available tools and techniques to deal with files

Established practices for documenting acquisition and processing,
so others will know what might have changed

Overlap between technical knowledge required to do digital
forensics and ad hoc acquisition of digital materials by
libraries/archives
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BitCurater

* Funded by Andrew W. Mellon Foundation
— Phase 1: October 1, 2011 — September 30, 2013

— Phase 2 — October 1, 2013 — September 30,
2014

« Partners: SILS at UNC and Maryland Institute for
Technology in the Humanities (MITH)




BitCurator Goals

* Develop a system for collecting professionals
that incorporates the functionality of open-
source digital forensics tools

e Address two fundamental needs not usually
addressed by the digital forensics industry:

— incorporation into the workflow of
archives/library ingest and collection management

environments
— provision of public access to the data



Core BitCurator Team

Cal Lee, PI
Matt Kirschenbaum, Co-PI
Kam Woods, Technical Lead

Porter Olsen, Community
Lead

Alex Chassanoff, Project
Manager

Sunitha Misra, Software
Developer (UNC)

Kyle Bickoff, GA (MITH)



Professional Experts Panel Development Advisory Group

Two Groups of Advisors

Bradley Daigle, University of Virginia Library

Erika Farr, Emory University

Jennie Levine Knies, University of Maryland

Jeremy Leighton John, British Library

Leslie Johnston, Library of Congress

Naomi Nelson, Duke University

Erin O’Meara, Gates Archive

Michael Olson, Stanford University Libraries
Gabriela Redwine, Harry Ransom Center, University of
Texas

Susan Thomas, Bodleian Library, University of Oxford

Barbara Guttman, National Institute of Standards and
Technology

Jerome McDonough, University of lllinois

Mark Matienzo, Yale University

Courtney Mumma, Artefactual Systems

David Pearson, National Library of Australia

Doug Reside, New York Public Library

Seth Shaw, University Archives, Duke University
William Underwood, Georgia Tech




BitCurator Environment*

* Bundles, integrates and extends functionality (primarily data
capture and reporting) of open source software: fiwalk, bulk
extractor, Guymager, The Sleuth Kit, sdhash and others

 Can berun as:

— Self-contained environment (based on Ubuntu Linux) running
directly on a computer (download installation ISO)

— Self-contained Linux environment in a virtual machine using
e.g. Virtual Box or VMWare

— As individual components run directly in your own Linux
environment or (whenever possible) Windows environment

*To read about and download the environment, see: http://wiki.bitcurator.net/
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BitCurator-Supported Workflow Elements

Additional supported output formats
Imaging (aimage, guymager)

u Split raw ‘ EUL |
Y

| Capture and image metadata o
AFF packaged \magel > Log, device info

Acquisition

»l Fi
» Filesystem report, DFNMLI*
Filesystem metadata extraction (fiwalk)

File <-> disk block map

Y

Image analysis (private, sensitive info)

> Bulk Extractor ‘—— Human-readable reporting scripts [ plug-in

o Acquisition

Y

e o i, e Reporting
XML dump of registry o R ed aCt I O n
: - Metadata Export

Reports: user accounts, device usage, environment

Analysis (accounts, filesystem activity) |
>

reg2xml (and similar)

Exported as PDF, .xlsx, plain text as appropriate

Analysis (file similarity, deduplication)
>

sdhash

"

Reports: locations, status of similar files
Exported as PDF, .xlsx, plain text as appropriate

h 4

Redaction of disk image Ruleset (patterns,
hashes, etc) describing Python redaction scripts Redaction

what to redact

Metadata export_

LA

Python (Ixml) export scripts)

Metadata export

METS, MODS, EAD as required by user

See: http://bitcurator.net



Cryptographic Hashes (aka Checksums) —
Compact Representations of Bitstreams

A given bitstream, fed into an algorithm, will generate a short string of
characters that is extremely unlikely to be generated by a different
bistream fed into that same algorithm

Most common = MD5, SHA-1
Can determine:

— If bits have changed after a transfer
— If bits have flipped within a storage environment
— Whether two different files are identical bitstreams

A library of hash values can identify “known and notable” (EnCase
terminology) files

— Known —files that can be ignored (e.g. software listed in National
Software Reference Library)

— Notable — specific bitstreams that you’ re trying to find



In BitCurator environment: Right Click on File or Directory and Calculate MD5

Pictures - B = 1ty ) 826AM 1 BitCurator i
b « il Home | Pictures @ 0 Q search
[# Home
Sitcuratgr
[¥ Documents - —
i@ Downloads bc400px-1280full. %, Open With Image Viewer
. png
[ Music @ Open With Firefox Web Browser
T Pictures Open With shotwell Photo Viewer
@ videos Open With Other Application...

= File System Scripts 4  Disk Image Info >
[ T = P e |
= Trash - Calculate MD5 Fle Alyms ]
Encrypt-Decrypt Filelnfo
Network Copy P . ryp. N
Show File Details Find Files >
isi Browse Net... MakeLink  show File Type Open Browser as Root
Rename... Show File Type (mime) Safe Mounkt
Copyto View in Hexeditor .
Open Scripts Folder
Move to ¥

Move to Trash

Revert to Previous Version...
Compress...
Send To...

Properties

"bitcurator-grub.png” selected (43.3 kB)



Calculate MD5 (Files and Directories) e B =B Ty 4 8:31AM R BitCurator {%

O}

Computer
& Home
K4 Desktop
i Documents
ii Downloads
[l Music
= p
IH videos
~_ File System
2 Trash

MNetwork

= Browse Net...

& Home | Pictures = Q, search

bc4oopx-1280Full. bitcurator-grub.png bitcurator-grub-

png new.png

@ Calculate MDS5 (Files and Directories)

Please choose the way you want the MD5 hash to be presented:
(1 file(s) selected)
Handling
@ Displayonscreen
1 Save ko file (che selected filename +.md5 extenion)

Cancel oK

"bitcurator-grub.png” selected (43.3 kB)



Calculate MD5 (Files and Directories) e B =2 Ty 4 8:30AM R BitCurator %

Computer +  |m Home | Pictures &= Q, search
[® Home

BitCurat@r
i Documents T

il Downloads bc400px-1280full. bitcurator-grub.png bitcurator-grub-
&l Music png new.png

[ Pictures
IH videos

~_ File System
2 Trash

@

E G

MNetwork

@ Calculate MDS5 (Files and Directories)
[= Browse Met...

The MD5 hash of the selected File:

[keb2622125be1231bch9babeeZ?942d /home/bcadmin/Pictures/bitcurator-grub.png ]

| Cancel ll OK ‘

%

H

"bitcurator-grub.png” selected (43.3 kB)



File System

Access controls

File names & identifiers

File size (length)

Where to find files in storage (sectors and clusters)

MAC times

— Modified — when the content was last changed

— Accessed — time file was last accessed (by person or software)
— Changed —last time metadata changed

— Created — (implemented inconsistently, if at all, across
different file systems)



Strategies for avoiding accidental manipulation
of volatile data

* Use write-blocking equipment when first
reading from a medium (hardware, if possible)

* Make bit-level image

 Create checksums before and after file
transfers and transformations

e Pay special attention to irreversible changes



Getting below the File System — Low-Level
Copying

Getting an “image” of a storage medium involves working at a
level below the file system

* (Can get at file attributes and deleted files not visible through
higher-level copy operations

Most commonly used tool is dd (or variant) - UNIX program for
low-level copying and conversion of data from a storage device

More specialized tools for creating forensic images include:
* FTK Imager
* Guymager

* Imaging utilities in commercial applications (including EnCase
and FTK)



Creating a Disk Image in Guymager

Guymager

Devices ome [ Desktop imaging Tools

RRESER Documentation and
Computer Help
M Home
& Desktop

& Documents

i | (€] K2

Network Servers

Devices Misc Acquire image of /dev/sr0

#Piq|| pescan ~ File format
a8 vic - € Linux dd raw image (file extension .dd of xxx)

F Spllt image Nes
= Fil s’:,'_.' @ Expert Witness Format, sub-format Guymager (file extension Exx)

Tra r Ad ot (file ion ) Spit size |2047 I!-hB 'l

p—
[S——

ADIE

Netwo Case number |
Bre vBfofed265-78d31aa4 g
-y Evidence number |

Exarminer |
Description |
Notes | vB2-01700376

- Destinabon

image directory - l )/
Image filename {without extension) |
Size

ShCIor sk Info filename (without extension) |
image file
info file - Hash calculation / verification

Current speed

Started V' Calculate MD5 I™ Calculate SHA-256
Hash calculation

Source verification [T Re-read source after acquisition for verfication (takes twice as long)

s — ¥ Verify image after acquisition {takes twice as long)

R

',_

:
5

-
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Why Create Disk Images?

Simplify and compartmentalize processing tasks — don’t need to
solve all technical challenges at the same time

Make sure full set of bits is safe — e.g. have the disk but not depend
on fragile physical medium

Surprises about how things were structured within the file system

You could inadvertently change something in the act of examining or
dealing with the files

Proof of file integrity and chain of custody

Corrupted files and viruses - to determine what subset of the
bitstream can be recovered

Recovery of traces of online activity
Avoid irreversible transformations

Changes in preservation strategy over time



Desktop - B = 13 «)) 8:41AM 1 BitCurator *

omputer . | |
[
Comp sl Home & Desktop & =) Q search
& Home
1 3y
= wdl wdl l® -
L3l]
[l Documents - . . Open e |
Additional Tools Documentation and Forensics E-WO '
|£i Downloads Help ) o e -
i Musi Open With Other Application...
usic
; Show AFF Info D age InFo ’
m Pictures ow EO 0 File Analysis > T
i@ videos nps-2010-emails. FileInfo =
~_ File System EO1 Find Files L >
T Trash Open Browser as Root Make Link
Network Safe Mount Rename...
Copy to »
=l Browse Net... Open Scripts Folder o
Move to »
Move to Trash
Revert to Previous Version...
Compress...
Send To...
Properties

"charlie-work-usb-2009-12-11.E01" selected (9.3 MB)



EnCase Disk Image Info
Computer
s Home
= Desktop
[l Documents
£l Downloads
[l Music
[m] Pickures
[H videos
~_ File System
& Trash

MNetwork

[zl Browse Net...

¢

- B = T3 ) 843AM 2 BitCurator il

® Home = Desktopl & =) Q search
[ % EncCase Disk Image Info 331
il L]
ewfinfo 20130416 charlie-work-ush-
2009-12-11.E01

Acquiry information
Acquisition date: Wed Jan 19 12:09:18 2011
System dake: Wed Jan 19 12:09:18 2011
Operating system used: Linux
Software version used: 20100226
Password: N/A

EWF information
File Format: EnCase 6
Sectors per chunk: 64
Error granularity: 64
Compressionmethod: deflate
Compression level: best compression
Set identifier:

Media information
Media type: fixed disk
Is physical: yes
Bytes per sector: 512
Number of sectors: 2068480
Media size: 1010 MIB (1059061760 bytes)

Digest hash information
MD5: 9c0de6cB532d7a66ddcFO1861dFb6535

4eb6701d-6cf0-2f4a-a0c6-0cb5d5e20959

| Cancel ]l_g_

"charlie-work-usb-2009-12-11.E01" selected (9.3 MB)



Hex Dump

A more compact and more humanly readable
way of conveying a stream of bits

 Uses hexadecimal notation

— Each character represents one of 16 possible values
(0,1,2,3,4,5,6,7,8,9,A,B,C,D,E,F)

— Conveniently, a series of two characters represented
in hexadecimal can represent exactly one byte (28 =
256 possible values) of data, because 162 = 256

« Hex dumps from computer’ s memory often used
for debugging or reverse engineering software
and for data recovery



In the BitCurator environment;

- B 1ty ) 8:16AM 2 BitCurator %
|

|
Computer . [ Home TEEETES & < Q search
sl Home

[i¥l Documents

& Downloads bc4oopx-1280Full.  ([TEMEIE] 2 Open WithIimage Viewer

n
(i Music pna @ OpenWith Firefox Web Browser
D) Pictures Open With Shotwell Photo Viewer
@ videos Open With Other Application...

File System S Disk Image Info b
: : -
= Trash cut Calculate MD5 File Analysis

Encrypt-Decrypt Filelnfo
Copy
| ) — Show File Details Find Files J
X, iz Browse Net... MakeLink  Show File Type Open Browser as Root
Rename....  show File Type (mime) Safe Mount
PY Viewin Hexeditor Open Scripts Folder
Move to 2
Move to Trash

Revert to Previous Version...
Compress...
Ssend To...

Properties

"bitcurator-grub.png” selected (43.3 kB)



Ll B m Tty W) 11:42PM R BitCurator %

x — O Pictures

@ - o bitcurator-grub.png - GHex L
99099990@9 50 4E 47 6D OGA 1A OA 00 00 00 OD 49 48 44 52 00 00| [.PNG........ IIWN @ mentation and
0O0AEE12|02 80 00 A0 01 EO 08 02 OO0 OO OO BA B3 4B B3 60 00 60 |............. K.... Help

0000002409 70 48 59 73 00 00 OB 13 00 00 OB 13 01 00 9A 9C 18 |.pHYs.............
0000003600 00 OA 4F 69 43 43 50 50 68 6F 74 6F 73 68 6F 70 20| |...0iCCPPhotoshop

0000PO48/49 43 43 20 70 72 6F 66 69 6C 65 00 00 78 DA 9D 53 67| ICC profile..x..Sg =
0000005A54 53 E9 16 3D F7 DE F4 42 4B 88 80 94 4B 6F 52 15 08 [TS..=...BK...KoR. . REEECEEE
PPOAOO6C[20 52 42 8B 80 14 91 26 2A 21 09 10 4A 88 21 Al D9 15 | RB....&*!..J.1...
POOOOO7E[SL C1 11 45 45 04 1B C8 A@ 88 ©3 8E 8E 80 8C 15 51 2C| Q. .EE........... Q,
POO0OA9A[eC 8A OA D8 07 E4 21 A2 8E 83 A3 88 8A CA FB E1 7B A3||...... ... {.
POOOOOA2|6B D6 BC F7 E6 CD FE B5 D7 3E E7 AC F3 9D B3 CF 07 CO| k. ....... S

000000B4(08 OC 96 48 33 51 35 80 OC A9 42 1E 11 EO 83 C7 C4 C6 |...H3Q5...B.......
000000CH[EL E4 2E 40 81 OA 24 70 00 10 08 B3 64 21 73 FD 23 01] |...@..%p....d!s.#.

000000D8[0G F8 7E 3C 3C 2B 22 CO 07 BE 00 01 78 D3 OB 08 00 CO| |..~<<+"..... Pooooa
DO0O0GOEA[D 9B CO 30 1C 87 FF OF EA 42 99 5C 01 80 84 01 CO 74 M..0..... H-Necoas t
DO00BOFC91 38 4B 08 80 14 00 40 7A 8E 42 A6 00 40 46 01 80 9D |.8K....@z.B..@F...
OO0OO1OE[Q8 26 53 00 AO 04 00 60 CB 63 62 E3 00 50 2D 00 60 27| |.&S5.... .ch..P-.""'
00000120(/F E6 D3 60 80 9D F8 99 7B 01 00 5B 94 21 15 01 AO 91 |........ lozllelase

0000013200 20 13 65 88 44 00 68 3B 00 AC CF 56 8A 45 00 58 30| |. .e.D.h;...V.E.X0
0000014400 14 66 4B C4 39 00 D8 2D 00 30 49 57 66 48 00 BO B7| |..TK.9..-.0IWfH...
0000015600 CO CE 10 6B B2 60 08 OC 00 30 51 88 85 29 00 64 7B |.......... 60..)..4
0OOOO16800 60 C8 23 23 78 00 84 99 00 14 46 F2 57 3C F1 2B AE| |. W .##x..... F.We.+

0000017A(10 E7 2A 00 00 78 99 B2 3C B9 24 39 45 81 5B 08 2D 71 |..*..x..<.39E.[.-q
0000018C[07 57 57 2E 1E 28 CE 49 17 2B 14 36 61 02 61 9A 40 2E |.WW..(.I.+.6a.a.@.
BOOOO19E(C2 79 99 19 32 81 34 OF EO F3 CC 00 00 A® 91 15 11 EO| |.y..2.4...........

AAnAAIRAI22 E2 EN 72 FE AE AE (E CE 2F QF RA AE EE 2N EA RE AA v a
Signed 8 bit: |-119 Signed 32 bit: | 1196314761 Hexadecimal: | 89
Unsigned 8 bit: | 137 Unsigned 32 bit: | 1196314761 Octal: [211
Signed 16 bit: | 20617 Float 32 bit: | 5.281654e+04 Binary: | 10001001

Unsigned 16 bit: | 20617 Float 64 bit: | 5.292398e-260 Stream Length: | 8 = | g




Identifying “Features” of Interest in Disk Images

Bulk Extractor



Bulk Extractor Scanning Options

Bulk Extractor Viewer . |
File Edit View Boo @ Run bulk_extractor

Ng2 PM R BitCurator 1'%

b4 g

¥ N RequiredParameters Scanners

= Reports Fel S5can: @ ImageFile (0 RawDevice () Directory of Files [ bulk
- Image file [| L] 1 wordlist
! Fe OutputFeature Directory (i e LElr
-y — B accts
| J General Options B aes
5 [ Use BannerFile & basels
[ Use Alert List File & basess
— - & elf
Use Stop List File & email
[1 Use Find Regex Text File & exif
'l [] Use Find Regex Text & find
[] Use Random Sampling & gps
w o
F Tuning Parameters & hiber
[ Use Context Window Size & json
& Re| [ UsePage Size & kml
Rel 1 use Iargin Size & net
) Use Block Size & pdf
= B & rar
| Use Mumber of Threads )
= & vcard
'i.r—. | Use Maximum Recursion Depth & windirs
| Use Wait Time & winpe
? B winprefetch
| & Parallelizing & zip
— [] Use start processing at offset
=1 [1 Use process range offset o1-02
== il

See: http://www.forensicswiki.org/wiki/Bulk extractor



http://www.forensicswiki.org/wiki/Bulk_extractor

Histogram of Email Addresses (Specific Instances in Context on Right)

BitCurator-0.2.0 [Running]
Bulk Extractor Viewer ' E fj 41 844PM R BitCurator il

u& u‘
¥ ¥ Highlight: | | [¥] Match case
Reports Feature Filcer [ | Match case Mavigation
|W v be;utpgtt i [Lg (% |sampleimage E01, 42273785, privacy@Motorola.com v
~ | omain. £ : .
domain_histogram Histogram File email_histog... RS FILE.L Sampllemage.Em
emall.txt By @ motcrola.cor ~ Feature File email txt
e histogram.t n=3 0mj5nj@01tgx.ib.dj Feature Path 42??3735
ather. txt n=3 T3t@fo.pa Feature privacy@Motorola.com
o n=3 john@humaniz.com
. . ether_histogram.tz _3 nevrton@planeth, fr Image N ‘ . §
json.txt n=3 sales@integrationnew 42271836 your credit card number, so this information can only be viewed “
5 packets.pcap n=1 Skda_c@hkgahw.sl 42272000 by Motorola. .Motorqla uses Secure Sncke‘_ts Layer {(SSL) encrypti
rFc822.t%t n=1 dgf@40mt.ro 42272864 on technology, the highest level of security on the Internet. Th
n=1 fodfw@nwad.ck 42272128 e SEL protocol provides server authentication, data integrity, a
th'tx,t n=1 imki@73yjt.lr 42272192 nd privacy on the Web. This security measure helps ensure that n
% tcp_histogram.txt | -1 jonmg@l 7.pn 42272256 o impostors, eavesdroppers, or vandals get your personal informa
url.bxt n=1 kiph@si.gr 42272320 tion. S5L not only encrypts your personal and financial informat
| | url_histogram.txt | n=1 ng9@ho7l.eg 42272384 1on transmitted, including credit card information, but also ver
url services.txt n=1 pdenfb@tft.ao 42272445 ifies the identity of the server and that the original message a
indirs. Ext n=1 qyf@i6s.de © 42272312 rrives safely at its destination. .However, no data transmission r
i W!n Irs.tx n=1 twr+dvsa@xf.ms - 42272576  over the Internet can be guaranteed to be 100% secure. Az a res
w winpe. bxt | (—— ' 42272640 ult, while we strive to protect your personal information, Motor
- - 42272734 ola cannot ensure or warrant the security of any informatilon you
Referenced Feature File e, 422728 transmit to us or from our Web site, and therefore you use our
Referenced Feature pri... :gg;gggg site Et {uu;‘faw? Eﬁ‘isk. Dnce_\:e r‘ecei\_r?[ your tr‘ansti[ssian, \SEB;EE
3 our best effort to ensure its security on our systems. ..
J ‘ gjggigig g;ﬁggﬁg:g; 42272960 DAG7AEAOB03EE6. 748, As a global company Motorola has internationa
e privacy@Motor 42273024 1 sites and users all over the world. When you give Motorola per
k2 19771602 privacy@Motor 42273088 sonal information, that information may be sent electronically t
A rivacy@Motor 42273152 o servers outside of the country where you originally entered th
. [y 427747473 grivacy@Motor 42273216 e information. In addition, that information may be used, stored
47347307 privacy@Motor 42273280 and processed outside of the country where you entergd that inf
- 49345400 privacy@Motor 42273344 ormation. Whenever Motorola handles personal information, regard
E 47750445 privacy@Motor 42273408 less of where this occurs, it takes steps to ensure that your in
4775041 privacy@Motor 42273472 formation is treated securely and in accordance with the relevan
24735010 privacy@Motor 42273536t Terms of Use and this Privacy Policy. .How can I correct or ch
= 24735000 privacy@Motor 42273500 ange my personal information? .If you would like to review, corr
A 42273664 ect or change any personal information you have provided, or rem
42273722 ove your name from our mailing list, please e-mail us at privacy
c— 42273792 @Motorola.com. If you have established a “user profile" on a3 Mot
42273856 orola website, you may change the information you provided at an -
g: T .+ \ @® Text () Hex @

QUL OBLefre ,



Bulk Extractor Reports

Bulk Extractor Viewer B (235 3 = «) 11:23AM % Kam Woods %

3 Highlight: | | Match case
Reports Feature Filter [ Match case Mavigation
May-zoz-SD-Image-Output & (X% -
domain.txt Imaae File
domain_histogram.txt Feature File 9 .
. Feature File
email.txt
- Feature Path
email_histogram.txt
Feature
ether.txt
ether_histogram.txt Image
exif.bxt
gps.txt
json.bxt
rfc822 bxt

telephone. txt
telephone_histogram.txt
url.txt

url_histogram. txt
url_services.txt

zZip.txt

Referenced Feature File
Referenced Feature

@® Text () Hex L -k .



Metadata about a Captured Disk

BitCurator-0.2.0 [Running]

Mozilla Firefox B M & 1 4) 808PM 1R BitCurator {%

{_ifilez/{/home/b...mpleimage.xml

& File:///home/bcadmin/Desktop/SampleData/sampleimage.xml +@| B~ coogle Q @

e

- This XML file does not appear to have any style information associated with it. The document tree is shown below. | _ |

™

—<dfxml version="1.0">
—<metadata>
<dc:type>Disk Image</dc:type>
</metadata>
—<creator version="1.0">
<program>fiwalk</program>
<version>4.0.2</version>
—<build_environment>
<compiler>GCC 4.6</compiler>
<library name="afflib" version="3.7.1"/>
<library name="libewf" version="20130303"/>
</build_environment>
—<execution_environment>
—<command_line>
fiwalk -f X /home/bcadmin/Desktop/SampleData/sampleimage.xml /home/bcadmin/Desktop/SampleData
/sampleimage.E01
</command line>
<start_time>2013-03-12T00:08:28Z</start_time>
</execution_environment>
</creator>
—<source>
<image_filename>/home/bcadmin/Desktop/SampleData/sampleimage.E0]l </image_filename>
</source>
<!-- fs start: @ --=
—<volume offset="0">
<partition_offset>0</partition_offset>
<block_size>2048</block_size>
2 <ftype>2048</ftype>
t;: <ftype_str>is0o9660</ftype_str>
— <block count>36839</block count>

DD

O [N A D

QORI @Blleftz 4



Filesystem Metadata about a Specific File - Output from fiwalk

<fileobject>
<filename>Documents and Settings/All Users/Documents/
My Pictures/Sample Pictures/Blue hills.jpg
</filename>

<filesize>28521</filesize>
<alloc>1</alloc>
<used>1</used>
<inode>6245</inode>

<uid>0</uid>

<gid>0</gid>

<mtime>1208174400</mtime>

<ctime>1257729636</ctime>

<atime>1257729636</atime>

<crtime>1257729636</crtime>

<seg>2</seq>

<libmagic>JPEG image data, JFIF standard 1.02</libmagic>

<byte_runs>

<run file_offset="'0"' fs_offset="'0"' img_offset="'363200512"
len='0"'/>

</byte_runs>

<hashdigest type='MD5'>
6fb2a38dcl07eacb41cf1656e899cf70

</hashdigest>

<hashdigest type='SHAl'>
4eeed4b18576e84de7b163142b537d2fe6231845

</hashdigest>

</fileobject>




PREMIS Metadata Generated from Running BitCurator Tools

premis.xml (~/Desktop/dema1/demoireports/reports) - gedit e B 3 1y 4) 11:53PM R BitCurator %

LA

@ lﬁﬁopen-ﬂSave@ = Undo = o T Qq
[ premis.xml 3%

<?xml version="1.0" encoding="UTF-8"7>
<premis xmlns="info:lc/xmlns/premis-v2" version="2.0" xsi="http://www.w3c.org/2001/XMLSchema-instance">
zobjects
<objectIdentifier=
<objectIdentifierType>0d4e30d6-b8dc-11e3-a8af-n8e027f8dfea</objectIidentifierTypex>
<objectIdentifiervalue>/home/bcadmin/Desktop/terry-work-usb-2009-12-11.E01</objectIdentifiervalue>
</objectIdentifier=
=fobject=>
<events
<eventIdentifier=
<eventIdentifierType>0d4ealce-b8dc-11e3-a80f-080027f8dfea</eventIdentifierType>
<eventIdentifiervalue=E@1/home/bcadmin/Desktop/terry-work-usb-2009-12-11.E01</
eventIdentifiervalue>

</eventldentifier=
<eventType=Capture</eventType=>
<eventDateTime= Wed Jan 19 12</eventDateTime=

<eventOutcomeInformation>
<eventOutcome>EA1</eventOutcomes
<eventOutcomeDetail=Version: 20100226
, Image size: 512</eventOutcomeDetail=>
</eventOutcomeInformation=
</event=
=events>
<eventIdentifier>
<eventIdentifierType=19882604-b8dc-11e3-93f0-080027f8dfea</eventlidentifierType>
<eventIdentifiervalue=bulk_extractor -o /home/bcadmin/Desktop/demol /home/bcadmin/Desktop/terry-
work-usb-2009-12-11.E01</eventIdentifiervalue>
</eventIdentifier=
<eventType=Feature Stream Analysis</eventType=>
<eventDateTime>2014-03-31T13:49:59Z</eventDateTime>
<eventOutcomeInformation=
<eventOutcome>Bulk Extractor Output</eventOutcome>
<eventOutcomeDetaill=version: 1.4.4<feventOutcomeDetall=>
</eventOutcomeInformation=
</event=
</premis=

XML » Tab Width: 8 ~ Ln1, Col1 INS |




Various Specialized BitCurator Reports
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Nautilus Scripts

* In addition to the specialized forensics tools in the
BitCurator environment, there are a variety of scripts
that can be run using the GNOME file manager
called Nautilus (Linux analog to Windows Explorer or
Mac OS X Finder)

* Can be used in the BitCurator environment or your
own Linux environment

* You’'ve already seen several of these (calculating
MD5s, showing in hex view, showing .EO1 disk image
internal metadata



Other Functionality:
Function  _Tools)

Identify duplicate files
Characterize files
Scan for viruses

Examine, copy and extract information from old
Mac disks

Read contents of Mircosoft Outlook PST files

Examine embedded header information in
images

Generate images of problematic disks or
particular disk types

|dentify files that are partially similar but not
identical

FSLint

FITS

ClamTK
HFSExplorer

readpst
pyExifToolGUI

dd, dcfldd, cdrdao (in
addition to
Guymager)

SDHash



Quick Start Guide
Most recent version always available at:
http://wiki.bitcurator.net/

BitCurater

Quick Start Guide v0.9.12

Last updated: June 9, 2014

"—] l I | \ | C M I T H MARYLAND INSTITUTE ror

TECHNOLOGY in THE HUMANITIES
SCHOOL OF INFORMATION
AND LIBRARY SCIENCE



http://wiki.bitcurator.net/

Open Source Software Strategy

Code released under GPL, v3 (perhaps moving to
Apache License) — available through GitHub

Existing code incorporate is generally GPL or public
domain (government products)

Packaging elements of the code to be integrated into
other environments (e.g. Archivematica)

Regular contact with individuals and organizations
responsible for other development efforts



BitCurator Consortium

Continuing home for hosting, stewardship and
support of BitCurator tools and associated user
engagement

Administrative home: Educopia Institute
Funding based on membership dues

Institutions as members, with two categories of
membership: Charter and General

The most important member benefit is assurance
that the BitCurator software will persist in future
years

http://www.bitcurator.net/bitcurator-consortium/
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Other Membership Benefits

General Members:

Access to a BitCurator Consortium help desk

Prioritization in future enhancement
requests

Dedicated educational offerings
Voting rights
Eligibility to serve on the BitCurator

Consortium Executive Council and
BitCurator Consortium Committees

Service opportunities
Community engagement and networking
Professional development and training

Subscription to a dedicated BitCurator
Consortium member electronic mailing list

Special rates for BitCurator Consortium

events, including the annual BitCurator User

Forum

Charter Members - all to the left, and:

Opportunity to participate in and shape
the initial BitCurator Consortium Executive
Council and BitCurator Consortium
Committees, including exclusive eligibility
for election or appointment to the
Executive Council (General Members can
serve on committees but will not be
eligible for election to the Executive
Council before 2015).

Participation in the development of the
initial BitCurator Consortium user,
technical and services roadmaps.

Recognition through the placement of
your institution name, logo and link on the
BitCurator Consortium web site.

Use of the “BitCurator Consortium Charter
Member” icon



Becoming a Charter Member

* Charter Membership drive June-December
2014

* Charter Members will play an early, active role
in the shaping of the BitCurator Consortium’s
governance, ongoing development, and
overall sustainability:.

* Charter Membership is a one-time
membership option, available only through
December 31, 2014.



Membership Dues

* Dues for Charter Members in the first year:
S5000 (US). After the first year of
membership, dues will be the same as those

of General Members.

* General Member dues: $2000 (US) per
institution per year, for a three-year period
with annual billing opportunities.
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WELCOME TO THE BITCURATOR PROJECT.

The BitCurator Project is an effort to build, test, and analyze systems and
software for incorporating digital forensics methods into the workfiows of &
variety of collecting institutions.

Archives
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Looking for the test release of the BitCurator virtual environment? You can find the latest
release on the front page of our wiki, in the Downloads section. We've also posted
ons to help you get started.
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Mapping Digital Forensics Workflows in Collecting Institutions
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